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.ǊŜŀƪƛƴƎ Řƻǿƴ Lh¢ άtƭǳƎ ŀƴŘ tƭŀȅέ

Architecting a scalable, profitable, working E2E IOT solution is a lot harder than you think!



Joe the NC Fisherman 
ÅJoe the Fisherman stores his NC Flounder, King 

Mackerel, and Red Drum in walk-in coolers and freezers 
at his fishery at the coast

ÅLosing 1 cooler can costs Joe $30,000 worth of lost stock

ÅJoe has heard of using IOT for real time temp monitoring 
and thinks it can help him save $ and stock

ÅIŜ ŦƛƴŘǎ ŀ άtƭǳƎ ŀƴŘ tƭŀȅέ Lh¢ ǎƻƭǳǘƛƻƴ ǘƘŀǘ ƘŜ Ŏŀƴ ǎŜǘ 
up in 1 hour and feels safe that he will be warned if 
there are any problems with his equipment

ÅHurricane Dorian hits the NC coast, but Joe is confident 
all is well

ÅJoe visits his fishery the next day to find he has lost an 
entire cooler and freezer and was not alerted

How could this happen?
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ÅIt is vital that:

> His coolers and freezers have power

> His backup generators have fuel and kick 
on when they should

> The temperature inside the coolers and 
freezers are where they should be



.ǊŜŀƪƛƴƎ Řƻǿƴ ǘƘŜ Lh¢ άtƭǳƎ ŀƴŘ tƭŀȅέ aȅǘƘ

ÅHow could this happen to Joe the Fisherman?

ÅWhat could he have done differently?

.ǊŜŀƪƛƴƎ Řƻǿƴ Lh¢ άtƭǳƎ ŀƴŘ tƭŀȅέ

Architecting a scalable, profitable, working E2E IOT solution is more challenging than you think!

On the surface,enablingIoT soundseasy. ThephraseάtƭǳƎandtƭŀȅέis often usedto describethe
easeof deployingan IOT real time monitoring application. In reality, commercializingan E2E IOT
solution requiresa deeperunderstandingof all IOTeco-systemcomponents. Further complicatinga
successfulIOTsolution launchis that multiple companiesmay play a role in the final solution, each
with a specialtyfocuson oneor morepartsof the eco-system.

.ŀŎƪ ǘƻ WƻŜ ƛƴ ŀ ƳƛƴǳǘŜΧ
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Introduction

ÅTony Sammarco, Director Product Technology Strategy
Å Building IOT technology roadmaps and educating customers on IOT technology trends

Å Establishing partnerships with IOT eco-systems players that enable E2E solutions from the
edge nodes to the dashboard / applications

Å Driving prototyping and showcasing new technology products both internal and through strategic partners

Å Architecting solutions utilizing Device Solutions products and consulting engineering services to meet our 
customers needs

ÅComputer Engineering / real time embedded wireless SW Engineering background
> Miami University, Oxford Ohio, Computer Science

Å30+ years experience, 19+ years with Ericsson / Sony Ericsson

Å4+ years with Device Solutions Inc.
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Who is Device Solutions? 
ÅFounded in 2003 by Bob Witter (CEO) and Chris Lamb (CTO)

Å Located in Morrisville, NC next to Research Triangle Park

Å 25+ experienced engineers

ÅExpertise in Embedded Hardware and Software Design and Development

Å Wearables, medical devices, wireless, low power devices

ÅWireless Radio Integration

Å 4/5G Cellular, LPWAN, Bluetooth, WiFi, Zigbee, LoRa, GlobalStar, etc.

ÅGlobal Certification Support

Å Troubleshoot, pre-screen, regulatory certification, cellular carrier approval, etc.
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Device Solutions is an IIOT equipment manufacturer (branded               ) and end-to-end ecosystem provider!

Having architected, built, and tested IOT solution for a variety of applications, Device Solutions is uniquely 
positioned to help other IOT providers get to market efficiently



¢ƘŜ ά{ƛƳǇƭŜέ ό/ƻƳǇƭƛŎŀǘŜŘύ Lh¢ 9ŎƻǎȅǎǘŜƳ
ÅWƻŜ ǘƘŜ CƛǎƘŜǊƳŀƴΩǎ ǎƛƳǇƭŜ ǘŜƳǇŜǊŀǘǳǊŜ ƳƻƴƛǘƻǊƛƴƎ ǎƻƭǳǘƛƻƴ Ƙŀǎ Ƴŀƴȅ LLh¢  

ecosystem parts

ÅIIOT ecosystem segmentation based on HW, SW, Cellular, Services, Bundles

> Everyone wants to put a dime on the box!

ÅWith flexibility come comes complexity and cost
> Customer needs are different
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A Simple Demo

ÅTemp sensor measures every 30 
seconds

ÅAlert when:
> Temp above / below specific value

> Power loss at facility

> Sensor battery low

ÅHeartbeat report every hour

ÅSimple right?

[ŜǘΩǎ ōǊŜŀƪ Řƻǿƴ ǘƘŜ LLh¢ ŜŎƻ ǎȅǎǘŜƳ ŀƴŘ 
discuss the driving forces to architecting 
profitable solutions with a good ROI
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Sensors / Transducers, EDGE Node Devices
ÅAt the edge, there are sensors / end devices:

> Environmental measurements (temperature, humidity, moisture, wind), trackers, smart cities, 
parking, lights, cylindrical tanks, farms, switches, motor controllers, level detection, etc.  

ÅOff the shelf or custom development / integration (module or package)

ÅConnectivity / communication:  wireless / wired, ADC, 4-20, DI, RS485, 1-wire, proprietary

ÅPower source:  via built in battery, Transceiver battery, AC/DC supply, solar

ÅProgrammability, data collection/storage, accuracy, ranges

ÅCertifications, intrinsic safety, food grade, hazardous
chemical, waterproof, dustproof IP-67 rating

ÅSourcing, costs, supply chain, warranty, serviceability,
calibration, length of life

ÅApplication specific requirements

ÅSensor selection not easy ςyet is critical

WƻŜ ŘƛŘƴΩǘ ǘƘƛƴƪ ŀōƻǳǘ Ƙƻǿ ǘƘŜ ŎƻƭŘ ƛƳǇŀŎǘǎ ōŀǘǘŜǊȅ
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Sensor On-Boarding
On-Boarding sensors may require multiple steps:

ÅPrograming sensor specific data (IDs, zones, protocols)

ÅConnection to Transceiver IO

ÅSensor may connect to a wireless transmitter (Transceiver) that communicates with a hub 
(Gateway)

> ±ŀƭƛŘŀǘƛƻƴ ƻŦ wC ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƭƛƴƪ ǘƻ DŀǘŜǿŀȅ Ǿƛŀ άǊŀƴƎŜ ŎƘŜŎƪέ 

ÅConfiguration of wireless connectivity to communicate to Gateway

> LoRa / LoRaWAN, ZigBee, BLE, WiFi

ÅValidation / authentication of sensor via secure key

WƻŜ ŘƛŘƴΩǘ ǘƘƛƴƪ ŀōƻǳǘ Ƙƻǿ ǊŜƭƛŀōƭŜ ǘƘŜ wC ƭƛƴƪ ƛǎ ŦǊƻƳ
the inside of the coolers/freezer to a single central Gateway

9

CELLIO
TRANSCEIVER

COOLER / FREEZER

CELLIO
GATEWAY

LoRa
900MHz
(~1 mile)

DATA HOSTING, 
DASHBOARDS,

ANALYTICS,
ENTERPRISE

CONNECTIVITY

ALERTS/NOTIFICATIONS
EMAIL/TEXT/WEB

IIoT/IoT/M2M

4G LTE

The IOT Eco System
Sensors / Edge Device
Sensor Onboarding
Hub / Gateway
IOT Protocol
Network Controller / DM
Application Server
Cloud Data Host
Presentation / Visualization
Enterprise Connection

Analytics
Billing



Hubs / Gateways
ÅHubs that collect data from sensors may be Cellular, Ethernet, WiFi, LoRaWAN, proprietary RF link, 

etc. to communicate to a Network Controller

> Cellular operators examples:  Verizon, AT&T, MVNOs, Resellers (Kore, Eseye)

> LoRaWAN network provider examples:  senet, ThingSpace

> These accounts must be managed / activated / enabled / billed

ÅHubs must be configured and managed

> When / how often / on what event to communicate to sensors, backhaul

ïOTA, DM, programming sensors remotely

> Storing/resending data upon communication failure

> Power / battery / battery backup needs

> Gateway registration with supplier network (ex:  senet)

ÅWiFi might seem easy, but often faces corp. IT barriers, changing
configuration, and continuity of service

WƻŜ ǘƘƻǳƎƘǘ ²ƛCƛ ōŀŎƪƘŀǳƭ ǿƻǳƭŘ ōŜ άŦǊŜŜέ ŀƴŘ ŘƛŘƴΩǘ ǘƘƛƴƪ 
about IT updates, reliability, redundancy, security, and power source backup
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IOT Protocol
ÅThere are many IOT data communication protocols

> Examples:  MQTT, HTTP, REST, Node, Websocket, Mosquitto, JMS, AMQP, Proprietary

ÅIOT protocols are designed for different purposes.  Selecting the right one is critical

> Amount of data to be used, periodicity / speed of data required

> Minimize available bandwidth

> Publish / subscribe models, bi-directional protocol messaging

> Ease of translation to existing protocol (Ex:  HTTP)

ÅEco System components may only support certain protocols

> Interworking / middleware functions may be required

WƻŜ ŘƛŘ ƴƻǘ ƪƴƻǿ ƘŜ ŎƻǳƭŘƴΩǘ ǳǎŜ Ƙƛǎ ǎŀƳŜ ŜǉǳƛǇƳŜƴǘ
to support video applications in the future
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Network Controllers / Device Management
ÅDŀǘŜǿŀȅΩǎ Ƴƻǎǘ ƭƛƪŜƭȅ ƴŜŜŘ ǘƻ ōŜ ŀŘŘŜŘΣ ǊŜƎƛǎǘŜǊŜŘΣ ŀƴŘ ŀǳǘƘŜƴǘƛŎŀǘŜŘ ǿƛǘƘ ǘƘŜ ƴŜǘǿƻǊƪ 

providers (LoRaWAN, Cellular, etc.) in order to be recognized for valid use

ÅDŀǘŜǿŀȅǎ Ƴŀȅ ōŜ άǎƘŀǊŜŘέ ŜƴǘƛǘƛŜǎ ŦƻǊ ǳǎŜ ōȅ ƳǳƭǘƛǇƭŜ ŎǳǎǘƻƳŜǊǎ ǇǊƻǾƛŘƛƴƎ ŀ ŎǊƻǿŘ 
sourced network:

> Bandwidth usage may be issue 

> DƻƛƴƎ άtǊƛǾŀǘŜέ Ƴŀȅ ƛƴŎǳǊ ŀŘŘƛǘƛƻƴŀƭ Ŏƻǎǘ

ÅNetwork Controllers provide:

> Network health, status, and performance statistics

> Device Management functions critical to IIOT system operation

ïOTAs, device programming, line status

ïBilling, pooling

WƻŜ ŘƛŘ ƴƻǘ ƪƴƻǿ ƘŜ ŎƻǳƭŘƴΩǘ h¢! Ƙƛǎ ŜǉǳƛǇƳŜƴǘ ǿƛǘƘ
the latest SW fixes and that updates are manually performed
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Application Server
ÅApplication servers manage edge device and Gateway data traffic to ensure delivery to 

the target cloud service / data host 

ÅEnd to end data security is ensured through the application server

ÅApplication servers may provide partner or end user application specific configuration

> hŦǘŜƴ άǿƘƛǘŜ ƭŀōŜƭŜŘέ ǘƻ ŀƭƭƻǿ Lh¢ ǇŀǊǘƴŜǊ ǘƻ ǇǊƻǾƛŘŜ ŎǳǎǘƻƳƛȊŜŘΣ ǇŜǊǎƻƴŀƭƛȊŜŘ 
solutions

> Example:  allow an end user administrator to manage equipment, replace sensors, 
program equipment for use with a specific application

Joe did not know his dashboard partner needed to 
ǊŜŎŜƛǾŜ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ Řŀǘŀ ŦǊƻƳ ŀ ǎǇŜŎƛŦƛŎ ǾŜƴŘƻǊΩǎ 
application server in order to work properly
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Cloud Data Hosting
ÅTraditionally, IOT Cloud Data Hosts companies received and stored application data from 

IOT enabled systems

ÅThere are multiple IOT Cloud Data Hosting companies:

> Examples include:  Amazon (AWS), Thingworks Microsoft Azure, Google Cloud, IBM 
Watson

ÅIOT Cloud Companies are increasingly offering more IOT services ςcompeting with 
backend presentation and visualization players:

> Extendible APIs to allow more efficient connectivity / enablement of end devices

> Dashboard creation via widget drag and drop

> Data analysis scripting, alerting

Joe did not know his requests for changes to his 
solution might also involve additional costs from the
data host being passed on to him

14

CELLIO
TRANSCEIVER

COOLER / FREEZER

CELLIO
GATEWAY

LoRa
900MHz
(~1 mile)

DATA HOSTING, 
DASHBOARDS,

ANALYTICS,
ENTERPRISE

CONNECTIVITY

ALERTS/NOTIFICATIONS
EMAIL/TEXT/WEB

IIoT/IoT/M2M

4G LTE

The IOT Eco System
Sensors / Edge Device
Sensor Onboarding
Hub / Gateway
IOT Protocol
Network Controller / DM
Application Server
Cloud Data Host
Presentation / Visualization
Enterprise Connection

Analytics
Billing



Presentation / Visualization
Enterprise Connection

ÅIOT Platform Companies provide tools and APIs for partners to manage devices, create 
dashboards, manage data backup and retention, write scripts / program analytics, and 
trigger alerts

> Dashboards are a part of our lives (marketing tool) but what is really needed?  

> In many cases, custom dashboards may not be needed and can be expensive 

ÅData may also be accessible via API push or pull to enable integration into existing 
enterprise systems

> Take advantage of new IOT enabling equipment while utilize existing applications 

> Saves cost, customization needs

ÅWhite label extendible

ÅAct as aggregators of multiple eco system components

Joe did not need a expensive, custom dashboard!
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